
 

CHAPTER-1 

PRIVACY AND DATA MINING 

 

INTRODUCTION 

Internet has made the world a smaller place and has 

opened up previously inaccessible markets of companies. The 

internet has brought about a huge change in the way that 

business is conducted the world over. On the down side 

though, indicate that many things about us, such as out taste 

in magazines, are finding their way into databases and are no 

longer so personal and private as many of us would prefer 

them to be. Data mining is part of a technological, social, and 

economic revolution that is making the world smaller, more 

connected, more service driven, and providing unprecedented 

levels of prosperity. At the same time, more information is 

known, stored and transmitted about us as individuals than 

ever. This section will provide a brief overview of some of the 

privacy issues and controversies that surround the use of data 

mining in business today.  

 

PRIVACY 



Technology plays a role in defining privacy, protecting it, and 

intruding on privacy. 

THE ROLE OF DATA MINING 

Most of the uses of data mining are in the area of 

marketing. Although not all of the aspects of data mining pose 

potential treats to individual’s privacy.  

THE POTENTIAL THREAT OF DATA MINING TO PRIVACY 

The cell phone service provider collects information about 

all its subscribers during the sale of a contract. This example 

highlights an interesting application of data mining, but it also 

shows the potential threats that data mining pose to privacy. 

The main areas of concern with regard to data mining and 

privacy are therefore found in the followings:  

What kind of information do you collect about your customer? 

It is up to the organization employing data mining to 

ensure that their actions result in neither of the negative 

effects, namely, incurring legal liability or obtaining bas press 

as a result of privacy violations associated with their data 

mining effort (New 2004) [2]. Awareness project aimed at 

applying data mining to commercial databases for information 

on potential terrorists, due to a lack of consideration that was 

shown for privacy issues.  



PRIVACY PRESERVING DATA MINING  

Privacy preserving data mining is a novel research 

direction in data mining and statistical databases, where data 

mining algorithms are analyzed for the side-effects they incur 

in data privacy. Privacy preserving data mining is still in its 

infancy, and whether it will be able to address all the privacy 

concerns in data mining is debatable. Inform you customers of 

potential use of their information for data mining purposes, 

and obtain their consent prior to releasing this information to 

other organizations.   


